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DETAILED ACTION 

1 . The instant application having Application No. 1 0/563,797 filed on January 9, 
2006 is presented for examination by the examiner. 

Oath/Declaration 

2. The applicant's oath/declaration has been reviewed by the examiner and is found 
to conform to the requirements prescribed in 37 C.F.R. 1 .63. 

Priority 

3. As required by M.P.E.P. 201.14(c), acknowledgement is made of applicant's 
claim for priority based on applications filed on August 5, 2003. 

4. Receipt is acknowledged of papers submitted under 35 U.S.C. 1 1 9(a)-(d), which 
papers have been placed of record in the file. 

Information Disclosure Statement 

5. As required by M.P.E.P. 609, the applicant's submissions of the Information 
Disclosure Statements dated January 9, 2006 and February 27, 2006 is acknowledged 
by the examiner and the cited references have been considered in the examination of 
the claims now pending Japanese Patent Application Pub. No. 2000-023137 (Masuda 
et al.) and 08-181689 (Kubota et al.) were not considered because they are the same 
inventions as U.S. Patent No. 6,714,649 and 5,721,778 respectively which are also 
cited in the January 9 th IDS. 
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Drawings 

6. The applicant's drawings submitted are acceptable for examination purposes. 

Claim Objections 

7. Claim 1 is objected to because of the following informalities: It is not the least 
restrictive claim presented as it consists of all limitations recited in claims 7, 13 and 19. 
See 37CFR 1.75. 

8. Claim 6 is objected to because of the following informalities: In line 2 it recites 
"said recording apparatuses". There is insufficient antecedent basis for this limitation in 
the claim as only a single recording apparatus was previously recited. For the purposes 
of this examination it will be assumed that this instance of "recording apparatuses" in 
the claim should be replaced with "reproduction apparatuses". 

In line 3 the claim recites "second reproduction apparatus" and "second 
category". There is insufficient antecedent basis for this limitation in the claim as neither 
"first reproduction apparatus" nor "first category" was previously recited. Appropriate 
correction is required. 

Claim Rejections - 35 USC § 101 

9. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

10. Claims 33 and 34 are rejected under 35 U.S.C. 101 as directed to non-statutory 
subject matter of software, perse. The claims lack the necessary physical articles or 
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objects to constitute a machine or manufacture within the meaning of 35 U.S.C. 101 . 
They are clearly not a series of steps or acts to be a process nor are they a combination 
of chemical compounds to be a composition of matter. As such, they fail to fall within a 
statutory category. They are at best, function descriptive material perse. 

Descriptive material can be characterized as either "functional descriptive 
material" or "nonfunctional descriptive material." Both types of "descriptive material" are 
non-statutory when claimed as descriptive material perse, 33 F.3d at 1360, 31 USPQ2d 
at 1759. When functional descriptive material is recorded on some computer-readable 
medium, it becomes structurally and functionally interrelated to the medium and will be 
statutory in most cases since use of technology permits the function of the descriptive 
material to be realized. Compare In re Lowry, 32 F.3d 1579, 1583-84, 32 USPQ2d 
1031, 1035 (Fed.Cir. 1994). 

Merely claiming non-functional descriptive material, i.e., abstract ideas, stored on 
a computer-readable medium, in a computer, or on an electromagnetic carrier signal, 
does not make it statutory. See Diehr, 450 U.S. at 185-86, 209 USPQ at 8 (noting that 
the claims for an algorithm in Benson were unpatentable as abstract ideas because 
"[t]he sole practical application of the algorithm was in connection with the programming 
of a general purpose computer."). 

Claim Rejections - 35 USC § 102 

1 1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 
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(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

12. Claims 1-2, 6-8, 12-14, 18-20, and 24-34 are rejected under 35 U.S.C. 102(b) as 
being anticipated by U.S. Patent No. 6,1 18,873 (hereinafter "Lotspiech et al."). 

As to claim 1, Lotspiech et al. teaches a copyright protection system comprising: 
a recording apparatus operable to encrypt a content and to record the encrypted 
content (Fig. 1, elements 12 and 14, 12 being the recording apparatus and 14 an 
encryption module); a recording medium on which the encrypted content is recorded 
(column 10, lines 35-41 , in particular it recites DVD movies); and reproduction 
apparatuses, each of which is operable to read out and decrypt the encrypted content 
recorded on said recording medium (column 1, line 67 to column 2 line 2 and column 2, 
lines 10-17, the "plural user devices" being the reproduction apparatuses), 

wherein said reproduction apparatuses are classified into N-categories, N being 
a natural number greater than one (column 2, lines 18-27 and column 5, lines 34-41, 
where the M sets dimension are the N-categories), 

said recording apparatus is operable (a) to generate, for the respective N- 
categories and based on a media key and device key data, revocation data intended for 
revoking a device key (Abstract, lines 9-14 and column 2, lines 2-10, as recited the 
"session key block" is created by using the encrypting session numbers (i.e. the media 
keys) with the entire set of device keys and thus each of the N-categories and any 
"dummy number(s)" along with the other valid session numbers are the revocation 
data), (b) to generate the encrypted content which is the content encrypted based on 



Application/Control Number: 10/563,797 Page 6 

Art Unit: 4148 

the media key (column 4, lines 45-52 and column 6, lines 32-41 , it is inherent that a 
session key (i.e. media key) used as a "common key" as recited must be used for 
encryption as well as the explicitly stated decryption), and (c) to record at least the N- 
pieces of revocation data and the encrypted content onto said recording medium (Fig. 6, 
elements 52 and 54, as recited the "session key block" and the "encrypted program"), 
the device key data being held by said reproduction apparatuses of the respective N- 
categories (column 2, lines 10-13), and the device key being held by a specific 
reproduction apparatus of the respective categories (column 5, lines 50-54), and 
said reproduction apparatuses are each operable (a) to read out, from said 
recording medium, revocation data (column 2, lines 10-17, as recited the session keys 
(including any "dummy numbers") are the revocation data), among the N-pieces of 
revocation data, which is for the category to which said reproduction apparatus belongs, 
and the encrypted content (column 2, lines 10-13), and (b) to decrypt the encrypted 
content based on the read-out revocation data (column 2, lines 13-17). 

As to claim 2, Lotspiech et al. teaches wherein each of the N-pieces of 
revocation data is encrypted media key data which is the media key encrypted using the 
device key data held by said reproduction apparatuses of a corresponding category 
(column 2, lines 2-10, as recited the "session key block" is created by using the 
encrypting session numbers (i.e. the media keys) with the entire set of device keys and 
thus each of the N-pieces), and 
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said reproduction apparatuses of the respective categories are each operable (a) 
to read out, from said recording medium, the corresponding encrypted media key data 
and the encrypted content (column 2, lines 10-13 and column 2, lines 10-17, as recited 
the session keys (including any "dummy numbers") are the revocation data), (b) to 
obtain the media key by decrypting the encrypted media key data using the held device 
key (column 2, lines 30-38), and (c) to decrypt the encrypted content based on the 
obtained media key (column 2, lines 13-17). 

As to claim 6, Lotspiech et al. teaches wherein said recording apparatuses are 
made up of: 

second reproduction apparatuses belonging to a second category (column 2, 
lines 18-27 and column 5, lines 50-54, where the M sets dimension are the N- 
categories, it is inherent that given at least 2 reproduction apparatuses with unique 
device keys that at least one of them must belong to a second category, else they would 
not actually be unique device keys), each of which is operable to read out and decrypt 
the encrypted content recorded on the recording medium; and 

first reproduction apparatuses (column 2, lines 18-27 and column 5, lines 50-54, 
as above given 2 reproduction apparatuses with unique device keys and one in a 
second category, the other one must be in a first category), each of which includes: a 
read-out apparatus of the second category operable to read out and perform a part of a 
decryption process on the encrypted content recorded on the recording medium 
(column 1, lines 30-38, e.g. a DVD player in combination with a set-top box); and 
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a decryption apparatus of a first category, connected to said read-out apparatus 
of the second category, operable to perform a part of the decryption process on the 
encrypted content (column 1 , lines 30-38, e.g. a digital television), 

wherein said recording apparatus is operable (a) to generate, based on a media 
key and on device key data held by said decryption apparatuses of the first category, 
first revocation data intended for revoking a device key held by a specific decryption 
apparatus of the first category, (b) to generate, based on a media key and on device 
key data held by said apparatuses of the second category, second revocation data 
intended for revoking a device key held by a specific apparatus of the second category 
(Abstract, lines 9-18 and column 2, lines 2-10, as recited the "session key block" is 
created by using the encrypting session numbers (i.e. the media keys) with the entire 
set of device keys and thus each of the N-categories including the first and second 
specific apparatuses and any "dummy number(s)" along with the other valid session 
numbers are the revocation data), (c) to generate an encrypted content which is the 
content encrypted based on the media key (column 4, lines 45-52 and column 6, lines 
32-41 , it is inherent that a session key (i.e. media key) used as a "common key" as 
recited must be used for encryption as well as the explicitly stated decryption), and (d) 
to record at least the first revocation data, the second revocation data, and the 
encrypted content onto said recording medium (Fig. 6, elements 52 and 54, as recited 
the "session key block" and the "encrypted program"), 

said second reproduction apparatuses are each operable to read out the second 
revocation data and the encrypted content from said recording medium (column 2, lines 
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10-13), and to decrypt the encrypted content based on the second revocation data 
(column 2, lines 13-17), and 

in each of said first reproduction apparatuses: 

said read-out apparatus of the second category is operable (a) to read out, from 
said recording medium, the first revocation data, the second revocation data, and the 
encrypted content (column 2, lines 10-13), and (to) supply intermediate data and the 
first revocation data to said decryption apparatus of the first category (column 2, lines 
13-17 and column 9, lines 38-49, the set-top box receives the broadcast from the DVD 
player, any session-key block (which includes the second revocation data) is passed 
through the set-top box and the content is re-encrypted to allow only legitimate devices 
to view or record it); and 

said decryption apparatus of the first category is operable to obtain the content 
by performing the decryption process, based on the first revocation data, on the 
intermediate data supplied by said read-out apparatus of the second category, the 
intermediate data being the encrypted data on which the part of the decryption process 
has been performed based on the second revocation data (column 9, lines 44-46). 

As to claim 7, Lotspiech et al. teaches a recording apparatus which encrypts a 
content and records the encrypted content (Fig. 1, elements 12 and 14, 12 being the 
recording apparatus and 14 an encryption module), 

wherein said recording apparatus is operable (a) to generate, for respective N- 
categories and based on a media key and device key data, revocation data intended for 



Application/Control Number: 10/563,797 Page 10 

Art Unit: 4148 

revoking a device key (Abstract, lines 9-18 and column 2, lines 2-10, as recited the 
"session key block" is created by using the encrypting session numbers (i.e. the media 
keys) with the entire set of device keys and thus each of the N-categories and any 
"dummy number(s)" along with the other valid session numbers are the revocation 
data), (b) to generate an encrypted content which is the content encrypted based on the 
media key (column 4, lines 45-52 and column 6, lines 32-41 , it is inherent that a session 
key (i.e. media key) used as a "common key" as recited must be used for encryption as 
well as the explicitly stated decryption), and (c) to record at least the N-pieces of 
revocation data and the encrypted content onto a recording medium (Fig. 6, elements 
52 and 54, as recited the "session key block" and the "encrypted program"), the device 
key data being held by reproduction apparatuses classified into N-categories and 
belonging to the respective categories (column 2, lines 10-13), the device key being 
held by a specific reproduction apparatus of the respective categories, and N being a 
natural number greater than one (column 5, lines 34-41 and 50-54). 

As to claim 8, Lotspiech et al. teaches wherein each of the N-pieces of 
revocation data is encrypted media key data which is the media key encrypted using the 
device key data held by the reproduction apparatuses of a corresponding category 
(column 2, lines 2-10, as recited the "session key block" is created by using the 
encrypting session numbers (i.e. the media keys) with the entire set of device keys and 
thus each of the N-pieces). 
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As to claim 12, Lotspiech et al. teaches wherein said recording apparatus (a) 
generates, based on a media key and on device key data held by decryption 
apparatuses of the first category, first revocation data intended for revoking a device 
key held by a specific decryption apparatus of the first category, (b) generates, based 
on a media key and on device key data held by apparatuses of the second category, 
second revocation data intended for revoking a device key held by a specific apparatus 
of the second category (Abstract, lines 9-18 and column 2, lines 2-10, as recited the 
"session key block" is created by using the encrypting session numbers (i.e. the media 
keys) with the entire set of device keys and thus each of the N-categories including the 
first and second specific apparatuses and any "dummy number(s)" along with the other 
valid session numbers are the revocation data), and (c) generates an encrypted content 
which is the content encrypted based on the media key (column 4, lines 45-52 and 
column 6, lines 32-41 , it is inherent that a session key (i.e. media key) used as a 
"common key" as recited must be used for encryption as well as the explicitly stated 
decryption), and to record at least the first revocation data, the second revocation data, 
and the encrypted content onto the recording medium (Fig. 6, elements 52 and 54, as 
recited the "session key block" and the "encrypted program"). 

As to claim 13, Lotspiech et al. teaches a recording medium on which a content 
is recorded (column 10, lines 35-41, in particular it recites DVD movies), 

wherein on said recording medium, at least revocation data and an encrypted 
content are recorded (column 10, lines 35-41 , it is inherent that in order to "broadcast" 
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the "session key block" (i.e. revocation data) and encrypted content in the form of a 
DVD movie as suggested it must be on a recording medium, in particular a DVD), the 
revocation data being generated based on a media key and device key data and 
intended for revoking a device key (Abstract, lines 9-18), the device key data being held 
by reproduction apparatuses classified into N-categories and belonging to the 
respective categories (column 2, lines 10-13), the device key being held by a specific 
reproduction apparatus of the respective categories (column 5, lines 50-54), the 
encrypted content being generated by encrypting the content based on the media key 
(column 4, lines 45-52 and column 6, lines 32-41, it is inherent that a session key (i.e. 
media key) used as a "common key" as recited must be used for encryption as well as 
the explicitly stated decryption), and N being a natural number greater than one (column 
5, lines 34-41 and 50-54). 

As to claim 14, Lotspiech et al. teaches wherein each of the N-pieces of 
revocation data is encrypted media key data which is the media key encrypted using the 
device key data held by said reproduction apparatuses of a corresponding category 
(column 2, lines 2-10, as recited the "session key block" is created by using the 
encrypting session numbers (i.e. the media keys) with the entire set of device keys and 
thus each of the N-pieces). 

As to claim 18, Lotspiech et al. teaches wherein on said recording medium, at 
least first revocation data, second revocation data, and the encrypted content are 
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recorded (column 10, lines 35-41, it is inherent that in order to "broadcast" the "session 
key block" (i.e. revocation data) and encrypted content in the form of a DVD movie as 
suggested it must be on a recording medium, in particular a DVD), the first revocation 
data being generated based on the media key and on device key data held by 
decryption apparatuses of a first category and intended for revoking a device key held 
by a specific decryption apparatus of the first category, the second revocation data 
being generated based on the media key and on device key data held by apparatuses 
of a second category and intended for revoking a device key held by a specific 
apparatus of the second category (Abstract, lines 9-18 and column 2, lines 2-10, as 
recited the "session key block" is created by using the encrypting session numbers (i.e. 
the media keys) with the entire set of device keys and thus each of the N-categories 
including the first and second specific apparatuses and any "dummy number(s)" along 
with the other valid session numbers are the revocation data), and the encrypted 
content being the content on which an encryption process has been performed based 
on the media key (column 4, lines 45-52 and column 6, lines 32-41 , it is inherent that a 
session key (i.e. media key) used as a "common key" as recited must be used for 
encryption as well as the explicitly stated decryption). 

As to claim 19, Lotspiech et al. teaches a reproduction apparatus which 
reproduces an encrypted content recorded on a recording medium (column 1, line 67 to 
column 2 line 2 and column 2, lines 10-17, the "plural user devices" being the 
reproduction apparatuses), 
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wherein said reproduction apparatuses are classified into N-categories, N being 
a natural number greater than one (column 2, lines 18-27 and column 5, lines 34-41, 
where the M sets dimension are the N-categories), 

on the recording medium, at least revocation data and an encrypted content are 
recorded (column 10, lines 35-41 , it is inherent that in order to "broadcast" the "session 
key block" (i.e. revocation data) and encrypted content in the form of a DVD movie as 
suggested it must be on a recording medium, in particular a DVD), the revocation data 
being generated based on a media key and device key data and intended for revoking a 
device key (Abstract, lines 9-18), the device key data being held by said reproduction 
apparatuses of the respective N-categories (column 2, lines 10-13), the device key 
being held by a specific reproduction apparatus of the respective categories (column 5, 
lines 50-54), and the encrypted content being generated by encrypting the content 
based on the media key (column 4, lines 45-52 and column 6, lines 32-41, it is inherent 
that a session key (i.e. media key) used as a "common key" as recited must be used for 
encryption as well as the explicitly stated decryption), and 

said reproduction apparatus is operable (a) to read out, from the recording 
medium, revocation data, among the N-pieces of revocation data, which is for the 
category to which said reproduction apparatus belongs, and the encrypted content 
(column 2, lines 10-13), and (b) to decrypt the encrypted content based on the read-out 
revocation data (column 2, lines 13-17). 
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As to claim 20, Lotspiech et al. teaches wherein each of the N-pieces of 
revocation data is encrypted media key data which is the media key encrypted using the 
device key data held by said reproduction apparatuses of a corresponding category 
(column 2, lines 2-10, as recited the "session key block" is created by using the 
encrypting session numbers (i.e. the media keys) with the entire set of device keys and 
thus each of the N-pieces), and 

said reproduction apparatuses are operable (a) to read out, from the recording 
medium, the corresponding encrypted media key data and the encrypted content 
(column 2, lines 10-13 and column 2, lines 10-17, as recited the session keys (including 
any "dummy numbers") are the revocation data), (b) to obtain the media key by 
decrypting the encrypted media key data using the held device key (column 2, lines 30- 
38), and (c) to decrypt the encrypted content based on the obtained media key (column 
2, lines 13-17). 

As to claim 24, Lotspiech et al. teaches wherein on the recording medium, at 
least first revocation data, second revocation data, and the encrypted content are 
recorded (column 10, lines 35-41 , it is inherent that in order to "broadcast" the "session 
key block" (i.e. revocation data) and encrypted content in the form of a DVD movie as 
suggested it must be on a recording medium, in particular a DVD), the first revocation 
data being generated based on the media key and on device key data held by 
decryption apparatuses of a first category and intended for revoking a device key held 
by a specific decryption apparatus of the first category, the second revocation data 
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being generated based on the media key and on device key data held by apparatuses 
of a second category and intended for revoking a device key held by a specific 
apparatus of the second category (Abstract, lines 9-18 and column 2, lines 2-10, as 
recited the "session key block" is created by using the encrypting session numbers (i.e. 
the media keys) with the entire set of device keys and thus each of the N-categories 
including the first and second specific apparatuses and any "dummy number(s)" along 
with the other valid session numbers are the revocation data), and the encrypted 
content being the content on which an encryption process has been performed based 
on the media key (column 4, lines 45-52 and column 6, lines 32-41 , it is inherent that a 
session key (i.e. media key) used as a "common key" as recited must be used for 
encryption as well as the explicitly stated decryption), and 

said reproduction apparatus belongs to the second category (column 2, lines 18- 
27 and column 5, lines 50-54, where the M sets dimension are the N-categories, it is 
inherent that given at least 2 reproduction apparatuses with unique device keys that at 
least one of them must belong to a second category, else they would not actually be 
unique device keys) and is operable to read out, from the recording medium, the second 
revocation data and the encrypted content (column 2, lines 10-13), and to decrypt the 
encrypted content based on the second revocation data (column 2, lines 13-17). 

As to claim 25, Lotspiech et al. teaches a read-out apparatus included in a 
reproduction apparatus which reproduces an encrypted content recorded on a recording 
medium (column 1 , lines 30-38, e.g. a DVD player in combination with a set-top box), 
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wherein on the recording medium, at least first revocation data, second 
revocation data, and the encrypted content are recorded (column 10, lines 35-41, it is 
inherent that in order to "broadcast" the "session key block" (i.e. revocation data) and 
encrypted content in the form of a DVD movie as suggested it must be on a recording 
medium, in particular a DVD), the first revocation data being generated based on a 
media key and on device key data held by decryption apparatuses of a first category 
and intended for revoking a device key held by a specific decryption apparatus of the 
first category, the second revocation data being generated based on the media key and 
on device key data held by apparatuses of a second category and intended for revoking 
a device key held by a specific apparatus of the second category (Abstract, lines 9-18 
and column 2, lines 2-10, as recited the "session key block" is created by using the 
encrypting session numbers (i.e. the media keys) with the entire set of device keys and 
thus each of the N-categories including the first and second specific apparatuses and 
any "dummy number(s)" along with the other valid session numbers are the revocation 
data), and the encrypted content being the content on which an encryption process has 
been performed based on the media key (column 4, lines 45-52 and column 6, lines 32- 
41 , it is inherent that a session key (i.e. media key) used as a "common key" as recited 
must be used for encryption as well as the explicitly stated decryption), and 

said read-out apparatus belongs to the second category and is operable (a) to 
read out, from the recording medium, the first revocation data, the second revocation 
data, and the encrypted content (column 2, lines 10-13), (b) to generate intermediate 
data which is the encrypted data on which a part of a decryption process has been 
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performed, based on the second revocation data (column 2, lines 13-17), and (c) to 
output the generated intermediate data and the first revocation data (column 9, lines 38- 
49, the set-top box receives the broadcast from the DVD player, any session-key block 
(which includes the second revocation data) is passed through the set-top box and the 
content is re-encrypted to allow only legitimate devices to view or record it). 

As to claim 26, Lotspiech et al. teaches a decryption apparatus included in a 
reproduction apparatus which reproduces an encrypted content recorded on a recording 
medium (column 1, lines 30-38, e.g. a digital television), 

wherein on the recording medium, at least first revocation data, second 
revocation data, and the encrypted content are recorded (column 10, lines 35-41, it is 
inherent that in order to "broadcast" the "session key block" (i.e. revocation data) and 
encrypted content in the form of a DVD movie as suggested it must be on a recording 
medium, in particular a DVD), the first revocation data being generated based on a 
media key and on device key data held by decryption apparatuses of a first category 
and intended for revoking a device key held by a specific decryption apparatus of the 
first category, the second revocation data being generated based on the media key and 
on device key data held by apparatuses of a second category and intended for revoking 
a device key held by a specific apparatus of the second category (Abstract, lines 9-18 
and column 2, lines 2-10, as recited the "session key block" is created by using the 
encrypting session numbers (i.e. the media keys) with the entire set of device keys and 
thus each of the N-categories including the first and second specific apparatuses and 
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any "dummy number(s)" along with the other valid session numbers are the revocation 
data), and the encrypted content being the content on which an encryption process has 
been performed based on the media key (column 4, lines 45-52 and column 6, lines 32- 
41 , it is inherent that a session key (i.e. media key) used as a "common key" as recited 
must be used for encryption as well as the explicitly stated decryption), and 

read-out apparatuses of the second category are each operable (a) to read out, 
from the recording medium, the first revocation data, the second revocation data, and 
the encrypted content (column 2, lines 10-13), (b) to generate intermediate data which 
is the encrypted data on which a part of a decryption process has been performed, 
based on the second revocation data (column 2, lines 13-17), and (c) to output the 
generated intermediate data and the first revocation data (column 9, lines 38-49, the 
set-top box receives the broadcast from the DVD player, any session-key block (which 
includes the second revocation data) is passed through the set-top box and the content 
is re-encrypted to allow only legitimate devices to view or record it), and 

said decryption apparatus belongs to the first category and is operable to obtain 
the content by performing a decryption process, based on the first revocation data, on 
the intermediate data supplied by said read-out apparatus of the second category 
(column 9, lines 44-46). 

As to claim 27, Lotspiech et al. teaches a reproduction apparatus which 
reproduces an encrypted content recorded on a recording medium, said reproduction 
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apparatus comprising: said read-out apparatus according to claim 25; and a decryption 
apparatus which reproduces an encrypted content recorded on a recording medium, 

wherein on the recording medium, at least first revocation data, second 
revocation data, and the encrypted content are recorded (column 10, lines 35-41, it is 
inherent that in order to "broadcast" the "session key block" (i.e. revocation data) and 
encrypted content in the form of a DVD movie as suggested it must be on a recording 
medium, in particular a DVD), the first revocation data being generated based on a 
media key and on device key data held by decryption apparatuses of a first category 
and intended for revoking a device key held by a specific decryption apparatus of the 
first category, the second revocation data being generated based on the media key and 
on device key data held by apparatuses of a second category and intended for revoking 
a device key held by a specific apparatus of the second category (Abstract, lines 9-18 
and column 2, lines 2-10, as recited the "session key block" is created by using the 
encrypting session numbers (i.e. the media keys) with the entire set of device keys and 
thus each of the N-categories including the first and second specific apparatuses and 
any "dummy number(s)" along with the other valid session numbers are the revocation 
data), and the encrypted content being the content on which an encryption process has 
been performed based on the media key (column 4, lines 45-52 and column 6, lines 32- 
41 , it is inherent that a session key (i.e. media key) used as a "common key" as recited 
must be used for encryption as well as the explicitly stated decryption), and 

read-out apparatuses of the second category are each operable (a) to read out, 
from the recording medium, the first revocation data, the second revocation data, and 
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the encrypted content (column 2, lines 10-13), (b) to generate intermediate data which 
is the encrypted data on which a part of a decryption process has been performed, 
based on the second revocation data (column 2, lines 13-17), and (c) to output the 
generated intermediate data and the first revocation data (column 9, lines 38-49, the 
set-top box receives the broadcast from the DVD player, any session-key block (which 
includes the second revocation data) is passed through the set-top box and the content 
is re-encrypted to allow only legitimate devices to view or record it), and 

said decryption apparatus belongs to the first category and is operable to obtain 
the content by performing a decryption process, based on the first revocation data, on 
the intermediate data supplied by said read-out apparatus of the second category 
(column 9, lines 44-46). 

As to claim 28, Lotspiech et al. teaches a copyright protection system 
comprising: 

a key generation apparatus operable to generate and record revocation data 
necessary for encrypting and decrypting a content (Fig. 1, elements 12 and 14, 12 being 
the recording apparatus and 14 an encryption module), 

recording apparatuses, each of which is operable to encrypt a content and to 
record the encrypted content (Fig. 6, elements 52 and 54, as recited the "session key 
block" and the "encrypted program"); 

a recording medium on which the encrypted content and the revocation data are 
recorded (column 10, lines 35-41, in particular it recites DVD movies); and 
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reproduction apparatuses, each of which is operable to read out and decrypt the 
encrypted content recorded on said recording medium (column 1, line 67 to column 2 
line 2 and column 2, lines 10-17, the "plural user devices" being the reproduction 
apparatuses), 

wherein said recording apparatuses and said reproduction apparatuses are 
classified into N-categories, N being a natural number greater than one (column 2, lines 
18-27 and column 5, lines 34-41, where the M sets dimension are the N-categories), 

said key generation apparatus is operable (a) to generate, for the respective N- 
categories and based on a media key and device key data, revocation data intended for 
revoking a device key (Abstract, lines 9-18 and column 2, lines 2-10, as recited the 
"session key block" is created by using the encrypting session numbers (i.e. the media 
keys) with the entire set of device keys and thus each of the N-categories and any 
"dummy number(s)" along with the other valid session numbers are the revocation 
data), and (b) to record the N-pieces of revocation data onto said recording medium 
(Fig. 6, element 52, as recited the "session key block"), the device key data being held 
by one of said recording apparatuses and said reproduction apparatuses belonging to 
the respective N-categories (column 2, lines 18-27 and column 5, lines 50-54, where the 
M sets dimension are the N-categories), the device key being held by one of a specific 
recording apparatus and a specific reproduction apparatus of the respective categories 
(column 5, lines 50-54), 

said recording apparatuses are each operable (a) to read out, from said 
recording medium, revocation data among the N-pieces of revocation data, which is for 
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the category to which said recording apparatus belongs (column 9, lines 38-44), (b) to 
generate the encrypted content by encrypting the content based on the read-out 
revocation data (column 9, lines 44-46), and (c) to record the generated encrypted 
content on said recording medium (column 9, lines 36-40 and 44-46, it is inherent that a 
device such as a VCR which generates encrypted data and then allows other devices to 
decrypt it must be able to record said encrypted data at some point), and 

said reproduction apparatuses are each operable (a) to read out, from said 
recording medium, revocation data (column 2, lines 10-17, as recited the session keys 
(including any "dummy numbers") are the revocation data), among the N-pieces of 
revocation data, which is for the category to which said reproduction apparatus belongs, 
and the encrypted content (column 2, lines 10-13), and (b) to decrypt the encrypted 
content based on the read-out revocation data (column 2, lines 13-17). 

As to claim 29, Lotspiech et al. teaches a key generation apparatus which 
generates (Fig. 1 , elements 12 and 14, 12 being the recording apparatus and 14 an 
encryption module), for respective N-categories and based on a media key and device 
key data, revocation data intended for revoking a device key (Abstract, lines 9-18 and 
column 2, lines 2-10, as recited the "session key block" is created by using the 
encrypting session numbers (i.e. the media keys) with the entire set of device keys and 
thus each of the N-categories and any "dummy number(s)" along with the other valid 
session numbers are the revocation data), and which records the generated N-pieces of 
revocation data onto a recording medium (Fig. 6, element 52, as recited the "session 
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key block"), the device key data being held by one of the recording apparatuses and the 
reproduction apparatuses classified into N-categories and belonging to the respective 
categories (column 2, lines 18-27 and column 5, lines 50-54, where the M sets 
dimension are the N-categories), the device key being held by one of a specific 
recording apparatus and a specific reproduction apparatus of the respective categories, 
and N being a natural number greater than one (column 5, lines 34-41 and 50-54). 

As to claim 30, Lotspiech et al. teaches a recording apparatus which encrypts a 
content and records the encrypted content (column 9, lines 34-49), 

wherein said recording apparatus is operable (a) to read out, from a recording 
medium on which N-pieces of revocation data are recorded, revocation data for a 
category to which said recording apparatus belongs (column 9, lines 38-44), (b) to 
generate an encrypted content by encrypting the content based on the read-out 
revocation data (column 9, lines 44-46), and (c) to record the generated encrypted 
content onto the recording medium (column 9, lines 36-40 and 44-46, it is inherent that 
a device such as a VCR which generates encrypted data and then allows other devices 
to decrypt it must be able to record said encrypted data at some point), the revocation 
data being generated based on a media key and device key data and intended for 
revoking a device key (Abstract, lines 9-18), the device key data being held by one of 
recording apparatuses and reproduction apparatuses which are classified into N- 
categories and belonging to the respective categories (column 2, lines 10-13), the 
device key being held by one of a specific recording apparatus and a specific 
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reproduction apparatus of the respective categories, and N being a natural number 
greater than one (column 5, lines 34-41 and 50-54). 

As to claim 31 , Lotspiech et al. teaches a recording method for use in a recording 
apparatus which encrypts a content and records the encrypted content (the recording 
apparatus described in claim 7 recites the particular steps of this method in this 
particular order), said method comprising: 

a step of generating, for respective N-categories and based on a media key and 
device key data, revocation data intended for revoking a device key (Abstract, lines 9-18 
and column 2, lines 2-10, as recited the "session key block" is created by using the 
encrypting session numbers (i.e. the media keys) with the entire set of device keys and 
thus each of the N-categories and any "dummy number(s)" along with the other valid 
session numbers are the revocation data), the device key data being held by the 
reproduction apparatuses classified into the N-categories (column 2, lines 10-13) and 
belonging to the respective N-categories, the device key being held by a specific 
reproduction apparatus of the respective categories, and N being a natural number 
greater than one (column 5, lines 34-41 and 50-54); 

an encrypted content generation step of generating the encrypted content by 
encrypting the content, based on the media key (column 4, lines 45-52 and column 6, 
lines 32-41 , it is inherent that a session key (i.e. media key) used as a "common key" as 
recited must be used for encryption as well as the explicitly stated decryption); and 
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a recording step of recording at least the N-pieces of revocation data and the 
encrypted content onto the recording medium (Fig. 6, elements 52 and 54, as recited 
the "session key block" and the "encrypted program"). 

As to claim 32, Lotspiech et al. teaches a reproduction method for use in a 
reproduction apparatus which reproduces an encrypted content recorded on a recording 
medium (the reproduction apparatus described in claim 19 recites the particular steps of 
this method in this particular order), 

wherein the reproduction apparatuses are classified into N-categories, N being a 
natural number greater than one (column 2, lines 18-27 and column 5, lines 34-41 , 
where the M sets dimension are the N-categories), 

on the recording medium, at least revocation data and the encrypted content are 
recorded (column 10, lines 35-41 , it is inherent that in order to "broadcast" the "session 
key block" (i.e. revocation data) and encrypted content in the form of a DVD movie as 
suggested it must be on a recording medium, in particular a DVD), the revocation data 
being generated based on a media key and device key data and intended for revoking a 
device key (Abstract, lines 9-18), the device key data being held by the reproduction 
apparatuses of the respective N-categories (column 5, lines 34-41 and 50-54), the 
device key being held by a specific reproduction apparatus of the respective categories 
(column 5, lines 50-54), and the encrypted content being generated by encrypting the 
content based on the media key (column 4, lines 45-52 and column 6, lines 32-41 , it is 



Application/Control Number: 10/563,797 Page 27 

Art Unit: 4148 

inherent that a session key (i.e. media key) used as a "common key" as recited must be 
used for encryption as well as the explicitly stated decryption), and 
said reproduction method comprises: 

a read-out step of reading out, from the recording medium: revocation data 
among the N-pieces of revocation data, for the category to which the reproduction 
apparatus belongs; and the encrypted content (column 2, lines 10-13); 

and a decryption step of decrypting the encrypted content based on the 
revocation data read out in said read-out step (column 2, lines 13-17). 

As to claim 33, Lotspiech et al. teaches a program for use in a recording 
apparatus which encrypts a content and records the encrypted content (the recording 
method described in claim 31 recites the particular steps of this program in this 
particular order), said program comprising: 

a step of generating, for respective N-categories and based on a media key and 
device key data, revocation data intended for revoking a device key (Abstract, lines 9-18 
and column 2, lines 2-10, as recited the "session key block" is created by using the 
encrypting session numbers (i.e. the media keys) with the entire set of device keys and 
thus each of the N-categories and any "dummy number(s)" along with the other valid 
session numbers are the revocation data), the device key data being held by the 
reproduction apparatuses classified into the N-categories (column 2, lines 10-13) and 
belonging to the respective N-categories, the device key being held by a specific 
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reproduction apparatus of the respective categories, and N being a natural number 
greater than one (column 5, lines 34-41 and 50-54); 

an encrypted content generation step of generating the encrypted content by 
encrypting the content, based on the media key (column 4, lines 45-52 and column 6, 
lines 32-41 , it is inherent that a session key (i.e. media key) used as a "common key" as 
recited must be used for encryption as well as the explicitly stated decryption); and 

a recording step of recording at least the N-pieces of revocation data and the 
encrypted content onto the recording medium (Fig. 6, elements 52 and 54, as recited 
the "session key block" and the "encrypted program"). 

As to claim 34, Lotspiech et al. teaches a program for use in a reproduction 
apparatus which reproduces an encrypted content recorded on a recording medium (the 
reproduction method described in claim 32 recites the particular steps of this program in 
this particular order), 

wherein the reproduction apparatuses are classified into N-categories, N being a 
natural number greater than one (column 2, lines 18-27 and column 5, lines 34-41 , 
where the M sets dimension are the N-categories), 

on the recording medium, at least revocation data and the encrypted content are 
recorded (column 10, lines 35-41 , it is inherent that in order to "broadcast" the "session 
key block" (i.e. revocation data) and encrypted content in the form of a DVD movie as 
suggested it must be on a recording medium, in particular a DVD), the revocation data 
being generated based on a media key and device key data and intended for revoking a 
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device key (Abstract, lines 9-18), the device key data being held by the reproduction 
apparatuses of the respective N-categories (column 5, lines 34-41 and 50-54), the 
device key being held by a specific reproduction apparatus of the respective categories 
(column 5, 50-54), and the encrypted content being generated by encrypting the content 
based on the media key (column 4, lines 45-52 and column 6, lines 32-41, it is inherent 
that a session key (i.e. media key) used as a "common key" as recited must be used for 
encryption as well as the explicitly stated decryption), and 
said reproduction program comprises: 

a read-out step of reading out, from the recording medium: revocation data 
among the N-pieces of revocation data, for the category to which the reproduction 
apparatus belongs; and the encrypted content (column 2, lines 10-13); 

and a decryption step of decrypting the encrypted content based on the 
revocation data read out in said read-out step (column 2, lines 13-17). 

Claim Rejections - 35 USC §103 

1 3. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

14. Claims 3, 9, 15, and 21 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Lotspiech et al. in view of U.S. Patent Application Pub. No. US 
2001/044897 A1 (hereinafter "Ishiguro et al."). 
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As to claim 3, Lotspiech et al. teaches the copyright protection system as recited 
in claim 2, but does not specifically teach wherein said recording apparatus is operable 
to generate an encryption key based on the media key, and to encrypt the content 
based on the encryption key, and said reproduction apparatuses of the respective 
categories are each operable to generate a decryption key based on the obtained 
media key, and to decrypt the encrypted content based on the generated decryption 
key. 

However Ishiguro et al. teaches wherein said recording apparatus is operable to 
generate an encryption key based on the media key, and to encrypt the content based 
on the encryption key (page 5, paragraph 73, lines 5-8 and 11-14), and said 
reproduction apparatuses of the respective categories are each operable to generate a 
decryption key based on the obtained media key, and to decrypt the encrypted content 
based on the generated decryption key (page 5, paragraph 73, lines 8-1 1 and 14-16). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Lotspiech et al. to encrypt the content 
using an additional key as in Ishiguro et al. because it provides an additional layer of 
security. 

As to claim 9, Lotspiech et al. teaches the recording apparatus according to claim 
8, but does not specifically teach wherein said recording apparatus generates an 



Application/Control Number: 10/563,797 Page 31 

Art Unit: 4148 

encryption key based on the media key, and to encrypt the content based on the 
encryption key. 

However Ishiguro et al. teaches wherein said recording apparatus generates an 
encryption key based on the media key, and to encrypt the content based on the 
encryption key (page 5, paragraph 73, lines 5-8 and 11-14). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Lotspiech et al. to encrypt the content 
using an additional key as in Ishiguro et al. because it provides an additional layer of 
security. 

As to claim 15, Lotspiech et al. teaches the recording medium according to claim 
14, but does not specifically teach wherein the encrypted content is generated by 
encrypting the content, based on an encryption key generated based on the media key. 

However Ishiguro et al. teaches wherein the encrypted content is generated by 
encrypting the content, based on an encryption key generated based on the media key 
(page 5, paragraph 73, 11-14). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Lotspiech et al. to encrypt the content 
using an additional key as in Ishiguro et al. because it provides an additional layer of 
security. 
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As to claim 21 , Lotspiech et al. teaches the reproduction apparatus according to 
claim 20, but does not specifically teach wherein the encrypted content is generated by 
encrypting the content, based on an encryption key generated based on the media key, 
and said reproduction apparatus is operable to generate a decryption key based on the 
obtained media key, and to decrypt the encrypted content based on the generated 
decryption key. 

However Ishiguro et al. teaches wherein the encrypted content is generated by 
encrypting the content, based on an encryption key generated based on the media key 
(page 5, paragraph 73, 11-14), and said reproduction apparatus is operable to generate 
a decryption key based on the obtained media key, and to decrypt the encrypted 
content based on the generated decryption key (page 5, paragraph 73, lines 8-1 1 and 
14-16). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Lotspiech et al. to encrypt and decrypt the 
content using an additional key as in Ishiguro et al. because it provides an additional 
layer of security. 

15. Claims 4-5, 10-11, 16-17, and 22-23 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Lotspiech et al. in view of European Patent Application Pub. 
No. EP 0969667 A2 (hereinafter "Masuda et al."). 
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As to claim 4, Lotspiech et al. teaches the copyright protection system as recited 
in claim 2, but does not specifically teach wherein said recording apparatus is operable 
to encrypt the content using a content key, to generate an encrypted content key by 
encrypting the content key using the media key, and to record the generated encrypted 
content key onto said recording medium, and said reproduction apparatuses of the 
respective categories are each operable to read out the encrypted content key from said 
recording medium, to obtain the content key by decrypting the encrypted content key 
using the media key, and to decrypt the encrypted content using the obtained content 
key. 

However Masuda et al. teaches wherein said recording apparatus is operable to 
encrypt the content using a content key (page 2, lines 49-50, the "scramble key"), to 
generate an encrypted content key by encrypting the content key using the media key 
(page 2, lines 53-56 and page 3, line 1 1 , where the "second key" is the media key), and 
to record the generated encrypted content key onto said recording medium (page 2, 
lines 56-58), and said reproduction apparatuses of the respective categories are each 
operable to read out the encrypted content key from said recording medium (page 2, 
line 58 to page 3, line 2), to obtain the content key by decrypting the encrypted content 
key using the media key (page 3, lines 3-5), and to decrypt the encrypted content using 
the obtained content key (page 3, lines 5-6). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Lotspiech et al. to encrypt the content 
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using an additional key as in Masuda et al. 
security. 
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because it provides an additional layer of 



As to claim 5, Lotspiech et al. teaches the copyright protection system as recited 
in claim 1, 

wherein each of the N-pieces of revocation data is encrypted media key data 
which is a media key for a corresponding category, encrypted using the device key data 
held by said reproduction apparatuses of the corresponding category (column 2, lines 2- 
10, as recited the "session key block" is created by using the encrypting session 
numbers (i.e. the media keys) with the entire set of device keys and thus each of the N- 
pieces), but does not specifically teach wherein 

said recording apparatus is operable to encrypt the content using a content key, 
to generate N-pieces of encrypted content keys by encrypting the content key using N- 
pieces of media keys, and to record, onto said recording medium, at least the N-pieces 
of encrypted media key data, the N-pieces of encrypted content keys, and the encrypted 
content, and 

said reproduction apparatuses of the respective categories are each operable (a) 
to read out, from said recording medium, the encrypted media key data for the 
corresponding category, the encrypted content key for the corresponding category, and 
the encrypted content, (b) to obtain the media key for the corresponding category by 
decrypting the encrypted media key data using the held device key, (c) to obtain the 
content key by decrypting the encrypted content key for the corresponding category 
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using the obtained media key for the corresponding category, and (d) to decrypt the 
encrypted content using the obtained content key. 

However Masuda et al. teaches wherein said recording apparatus is operable to 
encrypt the content using a content key (page 2, lines 49-50, the "scramble key"), to 
generate N-pieces of encrypted content keys by encrypting the content key using N- 
pieces of media keys (page 2, lines 53-56 and page 3, line 1 1 , where the "second key" 
is the session key block (i.e. media key) as recited in Lotspiech et al.), and to record, 
onto said recording medium, at least the N-pieces of encrypted media key data 
(Lotspiech et al., Fig. 6, elements 52 and 54, as recited the "session key block" and the 
"encrypted program"), the N-pieces of encrypted content keys, and the encrypted 
content (page 2, lines 56-58), and 

said reproduction apparatuses of the respective categories are each operable (a) 
to read out, from said recording medium, the encrypted media key data for the 
corresponding category, the encrypted content key for the corresponding category, and 
the encrypted content (page 2, line 58 to page 3, line 2), (b) to obtain the media key for 
the corresponding category by decrypting the encrypted media key data using the held 
device key (Lotspiech et al., column 2, lines 30-38), (c) to obtain the content key by 
decrypting the encrypted content key for the corresponding category using the obtained 
media key for the corresponding category (page 3, lines 3-5), and (d) to decrypt the 
encrypted content using the obtained content key (page 3, lines 5-6). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Lotspiech et al. to encrypt and decrypt the 
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content using an additional key as in Masuda et al. because it provides an additional 
layer of security. 

As to claim 10, Lotspiech et al. teaches the recording apparatus according to 
claim 8, but does not specifically teach wherein said recording apparatus encrypts the 
content using a content key, generates an encrypted content key which is the content 
key encrypted using the media key, and records the generated encrypted key onto the 
recording medium. 

However Masuda et al. teaches wherein said recording apparatus encrypts the 
content using a content key (page 2, lines 49-50, the "scramble key"), generates an 
encrypted content key which is the content key encrypted using the media key (page 2, 
lines 53-56 and page 3, line 1 1 , where the "second key" is the media key), and records 
the generated encrypted key onto the recording medium (page 2, lines 56-58). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Lotspiech et al. to encrypt the content 
using an additional key as in Masuda et al. because it provides an additional layer of 
security. 

As to claim 1 1 , Lotspiech et al. teaches the recording apparatus according to 
claim 7, 

wherein each of the N-pieces of revocation data is encrypted media key data 
which is a media key for a corresponding category, encrypted using the device key data 
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held by said reproduction apparatuses of the corresponding category (column 2, lines 2- 
10, as recited the "session key block" is created by using the encrypting session 
numbers (i.e. the media keys) with the entire set of device keys and thus each of the N- 
pieces), but does not specifically teach wherein 

said recording apparatus is operable (a) to encrypt the content using a content 
key, (b) to generate N-pieces of encrypted content keys by encrypting the content key 
using N-pieces of media keys, and (c) to record, onto the recording medium, at least the 
N-pieces of encrypted media key data, the N-pieces of encrypted content keys, and the 
encrypted content. 

However Masuda et al. teaches wherein said recording apparatus is operable (a) 
to encrypt the content using a content key (page 2, lines 49-50, the "scramble key"), (b) 
to generate N-pieces of encrypted content keys by encrypting the content key using N- 
pieces of media keys (page 2, lines 53-56 and page 3, line 1 1 , where the "second key" 
is the session key block (i.e. media key) as recited in Lotspiech et al.), and (c) to record, 
onto the recording medium, at least the N-pieces of encrypted media key data 
(Lotspiech et al., Fig. 6, elements 52 and 54, as recited the "session key block" and the 
"encrypted program"), the N-pieces of encrypted content keys, and the encrypted 
content (page 2, lines 56-58). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Lotspiech et al. to encrypt and decrypt the 
content using an additional key as in Masuda et al. because it provides an additional 
layer of security. 
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As to claim 16, Lotspiech et al. teaches the recording medium according to claim 
14, but does not specifically teach wherein the encrypted content is generated by 
encrypting the content using a content key, and on said recording medium, an 
encrypted content key is recorded, the encrypted content key being generated by 
encrypting the content key using the media key. 

However Masuda et al. teaches wherein the encrypted content is generated by 
encrypting the content using a content key (page 2, lines 49-50, the "scramble key"), 
and on said recording medium, an encrypted content key is recorded (page 2, lines 56- 
58), the encrypted content key being generated by encrypting the content key using the 
media key (page 2, lines 53-56 and page 3, line 1 1 , where the "second key" is the 
media key). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Lotspiech et al. to encrypt the content 
using an additional key as in Masuda et al. because it provides an additional layer of 
security. 

As to claim 17, Lotspiech et al. teaches the recording medium according to claim 

13, 

wherein each of the N-pieces of revocation data is encrypted media key data 
which is a media key for a corresponding category, encrypted using the device key data 
held by the reproduction apparatuses of the corresponding category (column 2, lines 2- 
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10, as recited the "session key block" is created by using the encrypting session 
numbers (i.e. the media keys) with the entire set of device keys and thus each of the N- 
pieces), but does not specifically teach wherein 

the encrypted content is generated by encrypting the content using a content 

key, or 

on said recording medium, N-pieces of encrypted content keys generated by 
encrypting the content key using the N-pieces of media keys are recorded. 

However Masuda et al. teaches wherein the encrypted content is generated by 
encrypting the content using a content key (page 2, lines 49-50, the "scramble key"), 
and 

on said recording medium, N-pieces of encrypted content keys generated by 
encrypting the content key using the N-pieces of media keys are recorded (page 2, lines 
56-58). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Lotspiech et al. to encrypt and decrypt the 
content using an additional key as in Masuda et al. because it provides an additional 
layer of security. 

As to claim 22, Lotspiech et al. teaches the reproduction apparatus according to 
claim 20, but does not specifically teach wherein the encrypted content is generated by 
encrypting the content using a content key, on the recording medium, an encrypted 
content key generated by encrypting the content key using the media key is recorded, 
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and said reproduction apparatus is operable (a) to read out the encrypted content key 
from the recording medium, (b) to obtain the content key by decrypting the encrypted 
content key using the media key, and (c) to decrypt the encrypted content using the 
obtained content key. 

However Masuda et al. teaches wherein the encrypted content is generated by 
encrypting the content using a content key (page 2, lines 49-50, the "scramble key"), on 
the recording medium, an encrypted content key generated by encrypting the content 
key using the media key is recorded (page 2, lines 53-58 and page 3, line 1 1, where the 
"second key" is the media key), and said reproduction apparatus is operable (a) to read 
out the encrypted content key from the recording medium (page 2, line 58 to page 3, 
line 2), (b) to obtain the content key by decrypting the encrypted content key using the 
media key (page 3, lines 3-5), and (c) to decrypt the encrypted content using the 
obtained content key (page 3, lines 5-6). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Lotspiech et al. to encrypt and decrypt the 
content using an additional key as in Masuda et al. because it provides an additional 
layer of security. 

As to claim 23, Lotspiech et al. teaches the reproduction apparatus according to 
claim 19, 

wherein each of the N-pieces of revocation data is encrypted media key data 
which is a media key for a corresponding category, encrypted using the device key data 
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held by the reproduction apparatuses of the corresponding category (column 2, lines 2- 
10, as recited the "session key block" is created by using the encrypting session 
numbers (i.e. the media keys) with the entire set of device keys and thus each of the N- 
pieces), but does not specifically teach wherein 

the encrypted content is generated by encrypting the content using a content 

key, 

on the recording medium, N-pieces of encrypted content keys generated by 
encrypting the content key using the N-pieces of media keys are recorded, or 

said reproduction apparatus is operable (a) to read out, from the recording 
medium, the encrypted media key data for the corresponding category, the encrypted 
content key for the corresponding category, and the encrypted content, (b) to obtain the 
media key for the corresponding category by decrypting the encrypted media key data 
using the held device key, (c) to obtain the content key by decrypting the encrypted 
content key using the obtained media key for the corresponding category, and (d) to 
decrypt the encrypted content using the obtained content key. 

However Masuda et al. teaches wherein the encrypted content is generated by 
encrypting the content using a content key (page 2, lines 49-50, the "scramble key"), 

on the recording medium, N-pieces of encrypted content keys generated by 
encrypting the content key using the N-pieces of media keys (page 2, lines 53-56 and 
page 3, line 1 1 , where the "second key" is the session key block (i.e. media key) as 
recited in Lotspiech et al.) are recorded (page 2, lines 56-58), and 
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said reproduction apparatus is operable (a) to read out, from the recording 
medium, the encrypted media key data for the corresponding category, the encrypted 
content key for the corresponding category, and the encrypted content (page 2, line 58 
to page 3, line 2), (b) to obtain the media key for the corresponding category by 
decrypting the encrypted media key data using the held device key (Lotspiech et al., 
column 2, lines 30-38), (c) to obtain the content key by decrypting the encrypted content 
key using the obtained media key for the corresponding category (page 3, lines 3-5), 
and (d) to decrypt the encrypted content using the obtained content key (page 3, lines 
5-6). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Lotspiech et al. to encrypt and decrypt the 
content using an additional key as in Masuda et al. because it provides an additional 
layer of security. 



Conclusion 

16. The following prior art made of record and not relied upon is cited to establish the 
level of skill in the applicant's art and those arts considered reasonably pertinent to 
applicant's disclosure. See MPEP 707.05(c). 

U.S. Patent Application Pub. No. US 2003/0142826 A1 (Asano) 

U.S. Patent No. 6,609,116 (Lotspiech) 

International Patent Application Pub. No. WO 02/0601 16 A2 (Lotspiech et al.) 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to TRAVIS POGMORE whose telephone number is 
(571)270-7313. The examiner can normally be reached on Monday through Thursday 
between 7:30 a.m. and 5:00 p.m. eastern time. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Thomas Pham can be reached on 571-272-3689. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Thomas K Pham/ 

Supervisory Patent Examiner, Art Unit 4148 
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